QHW Designation: E 2066 — 00

Standard Guide for
Validation of Laboratory Information Management Systems

This standard is issued under the fixed designation E 2066; the number immediately following the designation indicates the year of
original adoption or, in the case of revision, the year of last revision. A number in parentheses indicates the year of last reapproval. A
superscript epsilonej indicates an editorial change since the last revision or reapproval.

1. Scope Laboratory Information Management Systems (CLIMS)

1.1 This guide describes an approach to the validation 2-2 |EEE Standards”

(LIMS). 610 Standard Glossaries of Computer-Related Terminology

1.2 This guide is for validation of a commercial LIMS 729 Glossary of Software Engineering Terminology
purchased from a vendor. The procedures may apply to other /30.1 Standard for Software Quality Assurance Plans
types of systems, but this guide makes no claim to address all 730.2 Guide for Software Quality Assurance Plans
issues for other types of systems. Further, in-house developed828 Standard for Software Configuration Management
LIMS, that is, those developed by internal or external program- __Plans _ _
mers specifically for an organization, can utilize this guide. It 829 Standard for Software Testing Documentation
should be noted that there are a number of related software 830 Guide for Software Test Documentation
development issues that this guide does not address. Users whot008 Standard for Software Unit Testing o
embark on developing a LIMS either internally or with external 1012 Standard for Software Verification and Validation
programmers also should consult the appropriate ASTM, ISO,  Plans _ _ _
and IEEE software development standards. 1016 Recommended Practice for Software Design Descrip-

1.3 This guide is intended to educate individuals on LIMS ~ tions _ _
validation, to provide standard terminology useful in discus- 1028 Standard for Software Reviews and Audits
sions with independent validation consultants, and to provide 1042 Guide to Software Configuration Management
guidance for development of validation plans, test plans, 1058-1 Standard for Software Project Management Plans

required standard operating procedures, and the final validation 1063 Standard for Software User Documentation
1074 Standard for Developing Software Life Cycle Pro-

report.
cesses
2. Referenced Documents 1228 Standard for Software Safety Plans
2.1 ASTM Standards: 2.3 1SO Standards: _
E 622 Guide for Developing Computerized Syst&ms 9000 Quality Management and Quality Assurance Stan-
E 623 Guide for Developing Functional Requirements for ~ dards - Guidelines for Selection and Use
Computerized Systerfis 9000-3 Guidelines for Application of ISO 9001 to Devel-
E 624 Guide for Developing Implementation Designs for ~ opment, Supply, and Maintenance of Software .
Computerized Systeris 9001 Quality Systems—Model for Quality Assurance in
E 627 Guide for Documenting Computerized Systéms Design, Production, Installation, and Servicing _
E 919 Specification for Software Documentation for a 9002 Quality Systems—Model for Quality Assurance in
Computerized Systetn Production and Installation

E 1013 Terminology Relating to Computerized Systéms 9003 Quality Systems—Model for Quality Assurance in
E 1384 Guide for Content and Structure of the Electronic  Final Inspection and Test

Health Record (EHR) 9004 Quality Management and Quality System Elements—
E 1578 Guide for Laboratory Information Management  Guidelines _

Systems (LIMS) 9004-2 Quality Management and Quality System Elements,
E 1639 Guide for Functional Requirements of Clinical ~ Part 2 Guidelines for Services

9004-4 Guidelines for Quality Improvements
- 10005 Guidelines for Quality Plans
1 This guide is under the jurisdiction of ASTM Committee EO1 on Analytical 10007 Guidelines for Conﬂguratmn Management

Chemistry for Metals, Ores and Related Materials and is the direct responsibility of
Subcommittee E01.25 on Laboratory Data Interchange and Information Manage=——————

ment. 4 Available from Institute of Electrical and Electronic Engineers, Inc., 445 Hoes
Current edition approved Jan. 10, 2000. Published March 2000. Lane, P. O. Box 1331, Piscataway, NJ 08855-1331.
2 Annual Book of ASTM Standardgol 14.01. 5 Available from International Organization for Standardization, 1 rue de
3 Discontinued 1994; se#993 Annual Book of ASTM Standard®l 14.01. Varembé, Case postale 56, CH-1211 Genevé 20, Switzerland.

Copyright © ASTM, 100 Barr Harbor Drive, West Conshohocken, PA 19428-2959, United States.
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10011-1 Guidelines for Auditing Quality Systems, Part lentering static data into appropriate data structures, such as

Auditing tables or database records, to make a LIMS suitable for
10011-2 Guidelines for Auditing Quality Systems, Part 2operation in a particular laboratory. This information may
Qualification Criteria for Auditors include items like names and addresses of laboratory custom-
10011-3 Guidelines for Auditing Quality Systems, Part 3ers, names of laboratory personnel, descriptions of tests per-
Managing Audit Programs formed by the laboratory, specifications, calculations, tem-
8402 Quality Vocabulary plates, or descriptions of LIMS reports, etc. In this process, no
2382 Data Processing Vocabulary new functionality is added to the LIMS that was not originally
3. Terminology planned by the system designers. Addition of configuration

data may affect the behavior of the system.

3.1 Definitions—This guide defines terminology used in the ny . _
validation of computerized systems. The standards listed in 3-1-10 LIMS tailoring, n—seelLIMS data loading (configu-

Section 2 provide additional definitions that the reader may@tion)-

want to review before beginning their validation process. 3.1.11 operational qualification (OQ)+—documented veri-
3.1.1 acceptance criteria n—the specifications used to fication that each unit or the entire system operates as intended

accept or reject a computer system, application, function, othroughout its full operating range.

test action. - 3.1.12 quality assurance unit (QAUN—the body of indi-
3.1.2 change contral n—the process, authorities for, and viduals responsible for design and interpretation of quality

procedures to be used to manage changes made to a compifandards, such as validation procedures and processes (not
erized system or a system’s data, or both. Change control is groqyct testing).

vital activity of the Quality Assurance (QA) program within an

establishment and should be described clearly in the eStab”thman-readable form (programming language) that shall be

ment’'s SOPs. : . . .
3.1.3 configuration management—a discipline applying translated into machine-readable form (object code) before it
can be executed by the computer.

technical and administrative direction and surveillance to
identify and document the functional and physical character- 3.1.14 static testing n—a structured review of the source
istics of a configured item, to control changes to thosecode.

characteristics, to record and report change implementation 3.1.15 stress testingn—the running of test protocols de-
status, and to verify compliance with specified requirementssigned to test the limits of LIMS functions.

o _ IEEE 3.1.16 test plan n—seetest protocal
3.1.4 customizationn—the process of adding new software 3 ) ;7 a5t protocoln—a written procedure describing a set

to or altering a L.'MS so that it may perform funct_|ons not of actions and their expected outcomes that when executed
planned by the original system designers. This entails creatlngrovioles documentary evidence that specific functional re-

new software, compiling software modules, and linking mod-" " o
ules to produce new executable programs. If done by thgwrements for Fhe LIMS work as specified. o
vendor, it may be considered and validated as part of the 3:1.18 validation n—the process of establishing docu-
vendor system. See related definition for “customized systemmented evidence that provides a high degree of assurance that
in Terminology E 1013. a specific process, system, or item consistently meets its
3.1.5 delivered systepm—the LIMS, as initially supplied Predetermined specifications or quality attributes.
by the vendor before any static configuration data have been 3.1.19 validation plan n—the document that identifies all
added. In some cases, the vendor may contract with thsystems and subsystems involved in a specific validation effort
laboratory to enter some configuration data on behalf of theand the approach by which they will be qualified and validated,
laboratory, in which case the delivered system is still considincluding identification of responsibilities and expectations.
ered to be the default system before such customer-specific 3 1 20 validation teamn—the group of individuals respon-
information has been added. When the vendor performs thigipe for the validation process. This team may consist of
task, they are an agent of the laboratory, and the customer shally esentatives of the laboratory, QAU, Management Informa-
meet the on-site validation requirements in Section 7. tion System (MIS) organizations, or outside consultants.

3.1.6 dynamic testing n—the actual testing of various 3101 d di ind dent revi d .
functions and procedures using the LIMS software while in_ = ™ vendor auditn—an in ependent review and exami-
operation. nation of system records and activities in order to test the

adequacy and effectiveness of data security and data integrity

3.1.7 installation qualification (IQ) n—documented verifi- ) ) ) .
cation that all key aspects of the installation adhere to approvelf ©€dures, to ensure compliance with established policy and

design intentions as defined in system specifications and th@Perational procedures, and to recommend any necessary
manufacturers’ recommendations are suitably considered. changes. ANSI
3.1.8 LIMS, n—acronym for Laboratory Information Man-  3.1.22 vendor audit teanm—a team made up of individuals
agement System that refers to computer software and hardwawdo are knowledgeable in computer system engineering,
that can acquire, analyze, report, store, manage data, amdiditing practices, computer system quality methods, regula-
process information in the laboratory. tory compliance, validation practices, business and legal poli-
3.1.9 LIMS data loading (configurationy+—the process of cies and procedures (applicable only to computer hardware and

3.1.13 source coden—a computer program expressed in
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software procurement and related services). (1®  aspecific subgroup within the organization. It is recommended
3.1.23 version contral n—control of all associated software that the vendor audit team should include organizational
and document versions. This also includes all documentmembers from the QAU, MIS, and the laboratdfy).
associated with implementation, validation, or operation of a 5.2 Business Requirements Definition Phasghe business
LIMS. unit, specifically the laboratory, shall contact the QAU to
N determine current good manufacturing practices (cGMPSs),
4. Significance and Use good manufacturing practices (GMPs), good automated labo-
4.1 Validation is an important and mandatory activity for ratory practices (GALPs), and other requirements that shall be
laboratories that fall under regulatory agency review. Suctaddressed with this project. An initial selection of validation
laboratories produce data upon which the government depenéisam members is made at this time.

to enforce laws and make decisions in the pUbllC interest. 5.3 Project Definition Phase-Final agreement and man-
Examples include data to support approval of new drugs, provggement acceptance for all validation team members should be
marketed drugs meet specifications, enforce environmentghtained. Because validation is complex and can take a long
laws, and develop forensic evidence for trial. This also extendgme, each team member should have the full support of their
to LIMS used in environmental laboratories. In some casegnanagement. It is critical that management understands and
these systems may need to be interoperable with CLIMS anggrees to the time commitment for these individuals. Without
computer-based patient records (CPR) for reporting environagreement from each member’s management chain, the prob-
mental exposures and clinical laboratory testing for biologicapility for developing and validating the LIMS successfully
measure of stressor exposure. The enormous financial, legglill diminish. Once formed, the validation team can start to
and social impact of these decisions requires government anghidress high-level issues such as the existence of corporate
public confidence in laboratory data. To ensure this confidencetandard operation procedures (SOPs) needed for validation.
government agencies regularly review laboratories operatingime constraints and inexperience of team members can be a
under their rules to confirm that they are producing valid datajimiting factor in the validation process. This is when the team
Computer system validation is a part of this review. This guideshould identify outside consultants that may be needed in the
is designed to aid users validating LIMS and incorporating theyalidation process and begin developing the validation plan.
validation process into their LIMS life cycle. Appropriate training of validation team members also should
4.2 Validation must provide evidence of testing, training, pe carried out during this phase of the LIMS life cycle.
audit and review, management responsibility, design control, 5 4 pmodel of Current State of Laboratory PractieeThe
and document control, both during the development of thg jidation team typically is not part of this process.

system and its operation lif2). 5.5 Model of Future State of Laboratory Practicedhe
5. The LIMS Life Cycle and the Validation Process validation team typically is not part of this process.

5.1 The process of validation should start at the beginnin(\’/aﬁaeatli:c?nniteig?nalsh%i? dUi\:\%?E %ﬁh?ﬁzel?gre?;spggag for
of the LIMS life cycle as defined in Guide E 1578. Adding group resp

validation to the end of the LIMS implementation could addag\gelgg'?r? Igngg\?g%l re;nuc;rererzle:és.aét :gz;n;zrtheati?m_(l::\? el
from three to twelve months to the LIMS project. Further, g b ' Y, 9

adding validation to the end of the process would prevent thgra.ﬂ OT the organization’s validatien plan for_ this Pfoi?Ct- The
organization from using the LIMS during validation. Fig. 1 validation team may want to begin developing the high-level

represents points where validation may impact the procuremer}?St protocols during this phase. Further this activity begins to

of LIMS. Validation will not have an impact on all of the LIMS iggzzfiaetctiegjtxgioonnalv ?;'dlitr'g:q:;ttgﬁoit%rtbgf t:\hees%rl?'fcctt.ofiﬁg
life cycle, and the amount of interaction with the validation q J

team will vary during each life cycle phase. or more test protocols. o
5.7 Request for Proposal (RFP) Phasd&he validation

5.1.1 Validation Team Formation PhaseThis phase is ) .
typically not a separate phase in the LIMS life cycle howevert€am shall ensure that the RFP includes both a request to audit

it is a critical part of the validation process. A typical team the vendor and their validation requirements. People using this
consists of representatives from the laboratory, MIS group, andocument for acceptance testing who are in unregulated
QAU. There may be other team members depending on th@dustrles may not require this audit pro,cess. Also, the valida-
scope of the project and resources within the organization. [ON téam should request that the vendor’s development process
required, the identified validation team members should begil"‘fm_j LIMS application have undergorje mde_pendent evaluation/
to identify training courses on computer systems validation ay2/idation. If another company, that is, a third party consultant
this time. No training should take place until those who haveP! @nother corporation, has validated the vendor operation and
been selected for the validation team have their managementdMS development process, it does not mean that the prospec-
full agreement to participate in this activity. These courses caf{"® b_uyer can assume that the _software IS _valldated. During
be either in-house or outside-developed courses. The vend is time the team should specify what actions to take if a

audit team may consist only of the validation team or it may be-/MS vendor denies them the right to an audit. The validation
team should review the RFP prior to its submission to the

- vendor.
© The boldface numbers in parentheses refer to the list of references at the end of 5.8 Eyalua_tion and Selection PhaseThe \_/a_lidatiqn team
this standard. should identify those people who will participate in vendor
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reviews. Since this process can take from one to several daystarts over with the establishment of a new validation team.
only those LIMS manufacturers targeted by LIMS team should .
be visited. The prioritized selection of LIMS shall be basedG' LIMS Vendor Assessment/Audit
upon the vendor’s answers to the RFP. The RFP answers will 6.1 Industry regulators require laboratories to ensure that
normally emphasize the stated functional requirements. Pegomputer applications, such as LIMS, are validated. It is the
form a vendor audit to find the built-in quality. Continue responsibility of the laboratory owner to demonstrate that
vendor audits until an acceptable vendor for both quality angpecific applications are developed, tested, operated, and main-
function is found. The audit results are useful in assessing thi@ined according to accepted quality practices.
buyer's exposure to risk when system functionality is balanced 6.2 The regulatory authorities expect that organizational
against quality of system development. See Section 6 for mor@ersonnel will follow the formal policies governing operations,
auditing of the LIMS vendor. as well as, comply with the proper levels of control and
5.9 Purchase—Validation team members should review and documentation. Further, they expect vendors to use the same
be part of the purchase order approval process to ensutgvel of quality control and quality practices as the customers
validation issues and criteria outlined in 5.8 are met and tdhey are supplying. It is the system owner’s responsibility to
begin the early stages of configuration management. investigate the vendor’s operation and verify that they have
5.10 Implementation PhaseThe validation team shall fi- accepted practices in place and that they are using them. The
nalize the validation plan and other documentation that must bgyStém owner can use the vendor audit to inspect and evaluate
approved by the system owner and authorized by QAU befor€ vendors quality assurance programs, practices, and docu-
the plan is carried out. A schedule of events is developedNéntation procedures. _
Testing protocols will be executed and the results documented. 8-3 An organization may want to outsource vendor audits
When all test protocols have been executed and documentefnen they lack the organizational expertise, see it as a more
the final validation report is developed and the requireccOSt effective, or they want a more objective or thorough audit.
signatures are obtained to approve this report. The final e use of audit results from a third party not associated with

approval will be obtained from the system owner as authorized€ User’s organization, or those performed by another corpo-
by QAU. ration, may not be used as a substitute for auditing the vendor.

5.11 Operational Phase-When all validation tasks have Alternatively, an_audit that is jointly conducte_d by a conso’r-
tiym of corporations all looking to use a particular vendor’s

been completed, the validation team can be disbanded. Tasks HM OF ! ; .
this area include the following: application has been used in the past with regulatory authority

. o approval.
5.11.1 Ongoing training of new users. 6.4 Vendor assessment should occur during the evaluation

511.2 Mod|f|_cat|on of SOPs to_address necessary chang%%d selection phase of the LIMS life cycle and before final
o the LIMS or its operational enwronm_ent. ... vendor selection. If the organization already has a vendor audit
5.11.3 Review of procedures and their adherence to existing.a, established, this group should review their system func-
SOPs, documenting compliance with SOPs. tional requirements with the LIMS validation team. If the
5.11.4 Maintenance of change control procedures for thg ganization does not have such a team already established,
existing system. they may want to have members of the LIMS validation team
5.11.5 Maintenance of the system. perform the vendor auditing. The audit team should be com-
5.11.6 Upgrades to the LIMS hardware or software. Thisprised of an experienced software auditor internal or external to
also includes all associated hardware or software in the LIM$he company and one or more individuals from the LIMS team.
operating environment, that is, the LAN, computers’ operatingn general, there should be someone on the audit team
system, etc. See the change control phase in 5.12. responsible for the long-term relationship with the vendor.
5.12 Change Contro-The LIMS Manager will face Typically, this person is the system or application owner.
change control issues often during the normal operation of a 6.5 The primary goal of the audit is to ensure that the
LIMS. The LIMS Manager must understand that all minor andvendor’s software development and management procedures
major changes to the system shall be subject to change contrelse consistent with the accepted practices, that is, those which
assessment of consequences, and revalidation after the change traceable back to a reference point and to which these
takes place. Upgrades in software as well as changes in hopractices adhere. This means that the audit team shall assess the
the system is used may require revalidation. The changeendor's quality measures, which affect the product they sell
control committee may determine the system changes requiignd the quality support they provide in the future. The audit
revalidation. All changes shall be documented, as well ageam can meet this objective by gathering evidence, which
assessment of the need to validate the change and the extentd@imonstrates that the LIMS vendor is adhering to well-defined
the revalidation. The level of detail for the revalidation processand documented software development and maintenance stan-
depends upon the type of change. A new validation team magtards or practiceé4).
be needed. This team may wish to include some test protocols 6.6 In addition to these objectives, the auditing organization
from the original validation process. The degree of revalidatiorshould evaluate the vendor’s financial health and stakfilily
is highly dependent upon the impact of the identified changeit should be noted that even though a LIMS vendor organiza-
Change requests and problems should be documented (séen is registered as meeting national or international require-
Appendix X6) (3). ments, for example, 1ISO 9001, the vendor is not exempt from
5.13 Retirement/Replacement of the LWM$he process being audited by their customers. The purchasing organization
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is still responsible for auditing the prospective LIMS vendor.Key areas that should be targeted for inspection include
See Fig. 2 for the GAMP 96) guideline on the auditing documentation that supports system testing, preventive main-
process flowchart. tenance, operation and maintenance manuals and administra-
6.7 The vendor assessment should cover software develofive proceduregl). The source code review process should be
ment, software maintenance, quality and control issi4@s limited to a random sampling of the source code modules that
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the customer selects. Each item should be ranked for thie LIMS vendor’s records and their practices in accordance
vendor’s ability to meet that particular audit point. For ex-with these documents. The goal is to establish documented
ample, a major discrepancy would indicate that the vendor hadvidence that the LIMS vendor operations show adherence to
little or no compliance to the audit point/area. A minor their quality procedures during the LIMS development. The
discrepancy indicates that the vendor has some compliancaudit team can perform the audit using a checklist based on the
Both ISO 9000-3 and IEEE standards are detailed and may sope of the audit. A successful auditor should use a “show
used to create individualized checklists. It is important tome” approach when auditing. The required depth for coverage
remember that there are many different ways to accomplisbf each audit item will vary, but in general the audit team
compliance, and the auditor must take great care to understastiould identify one or two items that they will cover in great
how the audited company works and compare that to theletail (5). The audit team may want to hold daily wrap-up
standard instead of comparing it to his or her own qualitysessions designed to capture that day’s activities. Any obser-
system. See Appendix X1 for an overview of software itemsvations made and their impact on quality issues should be
that should be investigated. addressed at this time. The audit team also should begin
6.8 The organization should have established corporat@€veloping a list for tracking follow-up action itengs). This
auditing guidelines that describe in detail the procedures tguide will aid in creation of the final audit report.
which the vendor audit team shall adhere. These procedures6.8.2.3 Closing Meeting-The lead audit team member will
should cover all activities from the initial vendor contact to thelist all observations that the team noted during their audit. This
final meeting with the vendor. The overall auditing cycle canshould include positive results as well as issues of congrn
be divided generally into four stages: preliminary audit, de-The vendor’s response to the observations should be included
tailed audit, follow-up audits, and surveillance au@@y Each in the documentation used to develop the audit report. The
of these stages has its place within the overall auditing processudit report is important because it serves as documented
6.8.1 Preliminary Audits (Preaudit Activitiesy The goal of ~ €vidence of the audit and its findings, as well as the basis for
this stage is to gather enough documented evidence to detéfetermining corrective actions required by the vendor. As such,
mine if a detailed audit is required. The tool used to performth report shall present the data accurately and objectively.
this auditing stage is typically a questionnaire. The questionBecause it is sensitive, the audit report should be treated as a
naire can be divided into the majors areas of concern, such &nfidential document. The audit team should close the audit
general corporate background information, sales informatioMVith the following next stepg(1) the lead auditor will produce
on the LIMS application (version-specific), vendor’s software@n audit report(2) the audit report will be reviewed by the
development life cycle (SDLC) procedures, and the produc@udit team and management, who will devise a set of corrective
development history. Specifically, the buyer should request thatctions, and3) the LIMS vendor should be contacted by the
the vendor supply, in advance, those standards, procedures, df@d auditor and devise a plan to implement the identified
plans that are associated with the LIMS application being-orrective actiongs). Individuals receiving the audit report
investigated(1). The audit team should look for technical Will be identified. Expected response times to address the
standards, manuals, or guides covering the following: develidentified weakness shall be included in the audit refibrt
opment methodologies, software quality assurance practices, 6.8.3 Follow-Up Audit—Follow-up audits review the
change control procedures, configuration management procrogress made by the LIMS vendor on those items identified as
dures, personnel training procedures, user support documengi€as of concern on the previous audit. The organization
tion, testing procedures, technical review practices, and seclPoking to purchase the LIMS has a few options they can
rity procedureg1). pursue based on the outcome of the audit report. These options

6.8.2 Detailed Audit—When conducting these audits the Include the following(5): _ -
organization should cover all aspects of interest relating to the 6-8.3.1 Use the LIMS supplier unconditionally.
application of LIMS. The validation team should plan their 6.8.3.2 Use the LIMS supplier for certain LIMS products
audit before actually performing it. The plan should establistonly, for example, specific versions.
the scope of the audit, who will be auditing, and the timing 6.8.3.3 Use the LIMS supplier only after specific corrective
agreed to with the LIMS vendor. The audit notification shouldactions have been carried out.
specify the purpose, timing, targeted system, scope, and the6.8.3.4 Prohibit the use of the LIMS vendor.
measurement criteria of the audit). The audit process itself ~ 6.8.4 If the LIMS vendor agrees to make the necessary
can be divided into three major steps: the opening meeting, théorrective actions outlined in the audit report, the organization
review and inspection, and the closing meet(6y purchasing the LIMS should obtain the necessary documenta-
6.8.2.1 Opening Meeting-The opening meeting establishes tion from the vendor for the changes made.
the basic ground rules of the audit. Items to be addressed 6.8.5 Surveillance Audi—These audits focus on weak-
include, but are not limited to, introductions of everyonenesses found during previous audits and any new features or
involved in this audit activity, the scope, purpose, agendalLIMS products, for example, a new stability study module.
schedule, location of the validation team meeting roomThese audits should follow the same general guidelines ad-
arrangements for accessing specific documents, and the signihgred to by the original audit. The frequency of these audits
of any confidentiality agreements by the LIMS vendor or thewill depend on previous audit results and criticalness of the
validation team members. issues that need to be addressed.
6.8.2.2 Review and InspectierThe audit team examines 6.9 The validation team, in concert with management,
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should establish an action plan for those instances in which this functioning in the same operational environment as the
LIMS vendor refuses to allow an audit. The LIMS validation production system. Generally, this means that it is operating on
team must remember that it can not test quality into the systenthe same computer on which the production system will reside.
Further, the amount of testing is proportional to the level of riskThe configuration used in the test system shall exactly match
the organization will take for implementing the LIMS. Options the production system. Specifically, all reports, entry screens,
available to the organization include the following: queries, etc., must be identical. Furthermore, all features that

6.9.1 The organization accepts the business risk and peare to be used in the production LIMS shall be checked for
forms a much greater degree and depth of validation for th@roper operation in the test system.

LIMS. o _ 7.4.2 Configure the LIMS for regular operations, then iso-
6.9.2 The organization rejects the LIMS vendor and movesate it from normal service while testing it. A system configured
the selection process towards alternate LIMS vendors. for use is called the production system. This can be accom-

7. Validation of LIMS Installed at Customer Site plished by copying the production database to the test system.
) ) The LIMS program executables are the same, for example, the
7.1 The customer shall validate their use of the LIMS,ygjigation data may be part of a separate set of database tables
independent of any vendor audit, in the operational environthat yse the same program executables as the production LIMS,
ment in which the LIMS will be residing. The fact that a o the validation data may be part of different data group that
vendor's LIMS development process has been validated by thgses the same database tables and executables as the produc-
vendor or other organizations has little bearing on validatingjgn LIMS. The difference is in the sample data tables. If there
the organization’s LIMS application. F.urther, the fact that are no problems, this approach saves time. The LIMS does not
vendor's LIMS software has been validated by one of theithaye to be configured twice, once for testing and again for
other _Custome_rs_does not ob_viate the need_ for_an organizatiqﬂoduction. If problems are found, partial or complete recon-
to validate their implementation of the application. figuration may be required after repairs are made. Documen-
7.2 As key functional requirements are identified and evaluyation verifying that the production system is equivalent to the
ated during the product evaluation phase, their results shoulggt system shall be provided, and the data generated during the

be recorded. These results may be used in developmeRfgjigation process should be retained and identified as valida-
execution and documentation of the official LIMS test proto-iign data.

cols. Any testing done during development of the LIMS test 7.4.3 A separate computer system may be used for testing.
protocols or overall validation plan should be further refined 7.4.3.1 The separate computer may be configured specifi-

once a specific LIMS has been selected. It should be noted that A : .
: ; : ._cally for validation, as in 7.4.1, or it may be a copy of the
the level of testing and evaluation done during the evaluatior . .
roduction system, as in 7.4.2.

and selection process generally will not contain enough detall 2 If . d it should h
to replace the test protocol used in the validation plan docu- 7.4.3.2 I a separate computer is used, it shou ave

mentation. identical hardware, software, and operating system. The oper-

7.3 The LIMS validation team may begin to identify addi- ating er_wironment shall be iden_tical to the one use_d for the
tional resources to test the LIMS. Any new individuals selected?@duction system. Instrument interfaces may be dificult to
should be familiar with the laboratory’s requirements and itdnStall on such a test system, but if they are part of the
operation. Further, they should be knowledgeable about cGMPoduction system, they must be part of the test system as well.
GMP, GLP, GALP, or other requirements that the IaboratoryUIt'mately' the test system could provide backup hardware for
shall follow. the production system.

7.4 The LIMS typically is delivered as an empty database, /-4-3-3 The production and test systems may exist on the
that is, devoid of site-specific data. Configuration data and@me computer, if it is sufficiently powerful, running indepen-
fixed laboratory information must be entered before the systerfl€ntly. In this case, both software systems may have access to
can be validated. At this point, the organization starts to moddih€ instrument interfaces.
their laboratory practices in LIMS. This includes test and 7.4.3.4 A subset of tests is needed when the test system is
workstation definitions and laboratory and customer personnglonverted to the production system. These tests are used to
data. It should be noted, that during this step the laboratorgonfirm that the system still functions properly in production
may encounter additional functional requirements that were ngnode. No artificial data needs to be loaded into the active
captured initially. If the organization chooses to implementsystem. This subset of tests may consist of vendor-supplied
such functionality, the LIMS requirement document shall bediagnostic routines and little more, as long as they reliably test
revised to reflect these changes. Further, during this step tidl parts of the proposed system. While some vendors supply
organization may uncover requirements that the LIMS cannothese types of tools, many do not. There is no standard for their
meet. The organization should document these facts anepnstruction and execution. The use of such tools should not be
include what actions, if any, they will take to solve this the only means of testing the LIMS, but rather augment a more
problem. There are several strategies that can be used figorous set of test protocols. In some cases the organization
validate a LIMS. These include, but are not limited to, themay require the tools themselves be validated prior to their use.
following: 7.4.4 Parallel testing may be used. For a new LIMS, the

7.4.1 Configure the LIMS specifically for testing with only manual systems can be used simultaneously with the LIMS and
enough configuration data to permit testing. In this case, théhe results compared. If the new LIMS is a replacement, both
test system is identical to the production system, specifically, ibld and new systems can be used in parallel for some period of
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time to compare them. The existing validated system is thenaintains a quality operation. SOPs are detailed in 11.4.
production system, while the new LIMS is the test system. o .
Validating interfaces to instruments are an issue with a paralldf- Validation Plan Design
testing approach, since they cannot usually be connected to8.1 The validation plan provides the overall direction of the
both systems at the same time. In this case, the organizatiofalidation process. The validation plan includes, but is not
shall develop an approach that allows for the testing of theskmited to, the overall objectives, a description of the system,
interfaces. The organization may want to connect these integny test boundaries or assumptions under which the validation
faces to the system undergoing validation after all other testteam will be operating, the participants’ responsibilities, and
have been executed and just prior to the development of theny general instructions for the execution of installation
final validation report. Another approach is to incorporate thesgualification (IQ) or operational qualification (OQ) test proto-
interfaces as their own validation project conducted after theols. The validation plan needs to include a listing and
initial validation has been concluded. description of all software and hardware components. Some-
7.5 Response to Errors times software modules associated with the LIMS are changed

7.5.1 Error handling and acceptance criteria shall be definefly the installation of other software. These changes could be
and described in the validation protocol and followed duringffom operating system upgrades, an upgrade to the LIMS, or

the testing and reporting of results. The definition shall includeother unrelated software. Further, the addition of hardware
criteria to be used to assess severity of errors. components, video cards, modems, sound cards etc., and their

7.5.2 Critical errors, such as system crashes or fatal error§Ssociated software can affect the initial LIMS validation state.

located during validation tests should be corrected or repairedihe detailed listing of software and hardware components
immediately, before additional testing is done. Often the@ssociated with the LIMS is essential as it makes up the LIMS
correction of such errors requires that most or all of thelnitial configuration and describes the beginning state from
validation tests be run again. These are errors for which ther@hich all change control is based. All test protocols for both

is no work-around. These errors seriously threaten the integriti® |Q and OQ of the associated hardware and software
of the LIMS data. components are included in the validation plan. The last part of

dhe validation plan is the signatures of the individuals respon-

7.5.3 Noncritical errors should be accumulated during the' X S oM
validation tests. When testing is complete, the team may decidgdible for ensuring that validation plan meets the organization

these errors do not compromise the integrity of the informa@nd regulatory requirements. Typically, these signatures in-

tion. These are errors which could result in the possibility tha€ude the QAU validation manager, a laboratory manager,

unacceptable result data would be accepted by the LIMS. ThetdMS manager, and others. , B
may be an acceptable work-around for such errors. 8.2 1Q testing should be based on manufacturer’s specifica-

7.5.4 The validation team may wish to use an error gradingﬁ?ons' or recommendations, or both. Application-speciiic con-

system that helps to take action when errors are encounterebggrgti\?n \('j"i" be v<a|_rif(ijeddfas part.of the IQt/)OQ tezting. ¢
Each error would be identified by grade, and a decision woul /'O en pr—sulpplloe |agnos|t|cs£) car:j € used as parl'g g
be made on what follow-up, if any, is necessary. The following Q/OQ testing. IQ/OQ protocols based on vendor-supplie

are examples of grades and the errors that fall into those gradg'gagnostics shall inplude step-by-step verification of dia_gn(_)stic
(6): procedures, recording of all results, and acceptance criteria for

. each result.
7.5.4.1 Grade G—Typographical errors and other errors not
related to the computer system. 8.4 1Q/0OQ protocol documents and test results should be

75 4.2 Grade L_Minor errors such as the use of upper andproduced for all hardware and software used with the LIMS,
e L PP that is, operating system, database, report generators, statistical
lower case letters used in fields not constructed for them.

q lerabl h b . packages, network, connected instruments, computers includ-
7.5.4.3 Grade 2—Tolerable errors that must be communi- g terminals, PCs, clients and servers, printers and plotters,
cated to the vendor.

) ) ) bar code readers, etc. If the LIMS application is being loaded
7.5.4.4 Grade 3—Major errors that must be immediately o5 an existing computer system, the original hardware 1Q

reported to the vendor and the QA manager. All validationyocumentation may be used.

efforts should be suspended until QA has discussed the gg A suggested format of the 1Q/OQ protocol document

problem. . _ can be found in Appendix X2.
7.5.4.5 Grade 4—Disastrous errors such as relational errors

in the database. These are reported the same as Grade 3 but $eTest Protocol Design

validation effort should be aborted. QA could still decide that 9.1 Each organization should determine which LIMS fea-

the effort continue after thorough discussions. tures may attract the largest amount of attention by the auditing
7.6 Standard Operating Procedures (SOPSs) agencies. The organization shall determine what level of risk
7.6.1 SOPs are necessary for validation and ongoing oper¢ghey are willing to accept. To validate every feature is too

tion of an organization’s LIMS. These documents cover severatostly in terms of resources and time. McDowall has suggested

areas, from the operation of the LIMS application through tothat the organization divide the LIMS functions into one of the

the hardware on which the application resides. The SOP®Ilowing three categories: must validate, should validate, and

formalize the procedures used to maintain the LIMS in acould validate(2).

validated state by describing specific procedures to be fol- 9.1.1 The validation test protocols need to identify critical

lowed. These procedure help ensure that the organizationlMS functions that will be tested. Critical LIMS functions
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should be based on core functions and the intended use of tipgan how they will handle failed TPs. This shall be addressed
LIMS application. Rationale should be provided for not testingbefore the testing begins. They also should address early on
portions of the LIMS. how they will allow changes to the TPs after approved by the

9.2 The development and execution of test protocols (TPRAU. There are times when testers will need to make changes
takes the largest amount of time in the validation effort. Thisto the TP during the execution phase of a TP. Testers should be
fact often is overlooked when the validation project plan isProvided a way to incorporate these changes into the existing
developed. Many factors affect TP development and executiord.P- The procedure shall be approved by the QAU and
First, good familiarity with the new LIMS and how it operates incorporated into the validation plan. It is essential to giver
are essential. The less familiar the user is the longer it takes f&sters freedom to further design and follow additional test
develop detailed TPs. The validation team should build suffi-StePs when executing the TP. This freedom allows them to
cient time into the project schedule for the personnel developEXPlore why a particular step or set of steps did not meet its
ing TPs to develop familiarity with the new system. A Secondacc_eptance criteria. Without this freedom the entire validation
factor affecting TP development is how long the TP developer®roject can be delayed.
have to focus upon the validation project. Not focusing enough 9.6 All TPs shall be designed to test the given LIMS feature
on the TP development effort will add a significant number ofor function. The actual design of TPs will vary from organi-
additional months to the validation project. The execution ofzation to organization. The designer of the TP may wish to
the TPs also is affected significantly by focusing the testers oficlude any or all of the following in the design of the TP:
the execution of the TP. A third factor affecting TP develop- 9.6.1 Test Protocol Header InformatieaThis section con-
ment is the number of resources available to work on the TP4ains the name of the corporation using the LIMS, the depart-
Last, the experience level of the individuals writing andment name of the LIMS owner, date the TP was designed,
executing the TPs will affect the time necessary for thesétatement if the TP is for IQ or OQ, TP revision number, and
activities. If possible, the organization should have at least onwhat system is being tested (for example, ABC LIMS Version
experienced individual working with those developing and7.1).
executing the TPs. 9.6.2 Test Protocol Identification NumberEach TP should

93 The number Of TPs necessary for Validating the L|MShaVe a Unique identiﬁcation number. Th|S number iS Only
depends on the complexity of the LIMS and the level of detailunique to the associated validation plan for the TP.
required to adequately test the key features. TPs can be as9.6.3 Purpose—What the TP is designed to test. For ex-
simple as one or two lines of execution instructions or aggmple, the purpose is to verify that new users can be added,
complex as several hundred lines. The level of complexity willmodified, or deleted from LIMS.
depend on the direction that the organization takes in the 9.6.4 Requirements Under TesiThese are the functional
design of their TPs. Each organization should have an organirequirements that are being tested by the TP. The TP may be
zational SOP that describes how TPs are to be designed. Tldesigned for more than one functional requirement. Any
design can be as simple as very high level and generdlnctional requirement that was not included into the validation
instructions on what testers should do and what they shoulglan should not be included in the development of the TPs.
expect as their acceptance criteria. TPs designed in this manner9.6.5 Special Needs/Requirement$his section lists spe-
generally require the tester to write down, in detail, what theycial items that are needed to execute the TP, including specific
have done. At the opposite end of the spectrum are those TR&ills the testers must have or links to other test protocols or
that instruct testers step by step on what to do. TPs designed dther applications.
this manner typically require the testers to answer yes/no or 9.6.6 Test Step ProceduresEach test step should include a
true/false to the acceptance criteria. In either case, complestep number, a test procedure, and acceptance criteria for that
TPs can take several days to execute and document. The detgiép. Further, the test steps should be divided into and have a
captured by testers for each TP should be sufficient enough t€et of test steps for each of three categories: normal testing,
ensure that the LIMS function or the process being tested istress testing, and robustness testing. Normal testing steps test
under control. See Appendix X3. the LIMS function using all common user commands. Test

9.4 In addition to execution of the TP, the validation teamsteps that test the function at its boundaries are stress testing.
shall incorporate the time necessary to review TP results and thn example would be entering 20 characters into a 20
solve any identified problems. The review process can takeharacter field. Robustness testing represents testing the feature
almost as long as the execution of the TP, if the test i®utside its boundaries. For example, a user's password may
extremely complex. The time necessary to carry out thionly accept character and numbers, so testers are instructed to
validation step often is underestimated. The review of each TBnter special characters or punctuation characters for a newly
is necessary to ensure that the content makes sense and thatrgated user’s password. Testers shall identify if the test step
adheres to GMP documentation requirements. Specifically, af)assed of failed acceptance criteria. Typically, this is a simple
errors should have a single line drawn through them; the testgtes/no statement.
should initial, date, and give a reason why the word or group 9.6.7 Comments SectierThis section is used by testers to
of words were crossed out. In some cases the reviewer may ledter their comments on any unexpected results obtained while
responsible for deciding if the TP has met its acceptancexecuting the TP. Users also can capture how these unexpected
criteria successfully, and thus, either passes or fails. results were resolved.

9.5 The validation team should address in the validation 9.6.8 Tester Sign-off-The tester should sign and date the

10
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TP at the end of the testing process. If the TP covers severgroduce a discernible action.

pages, the tester only should sign and date the page when they9.8.12 Vary load sequences of automated instruments.

have completed the test steps on that page. In some organiza-9.8.13 Review every output screen for completeness, cor-

tions testers are responsible for determining if the TP passes @ct data in every field, and adherence to specification.

fails. If the TP fails, testers should document in the comments 9.8.14 Use screen capture or keystroke capture techniques

section why the TP fails. If they have identified a possibleto review system operation.

resolution, testers should document this as well. 9.8.15 Test all event triggers by forcing them to happen.
9.6.9 Reviewer Sign-ofThe TP reviewer should sign and |nclude scheduled events and, as much as possible, exception

date the TP only after reviewing the data and concurring thagyents.

the TP has been completed. If questions exist, the reviewer g g 16 Disconnect the power to interfaced instruments, serv-
should not sign the TP until the questions are answered. Igrs and other parts of the system.

some cases, it is the responsibility of the reviewer to determine g g 17 yse protocol testers for network performance, in-
if the TP passes or fails. If the TP fails, the reviewer should US@|uding adherence to protocol, timing, and data integrity.

the comments section to explain why. The reviewer should not g g 18 se instrument simulators, if available, to test excep-
make changes to the document. If changes need to be made, tllﬂﬁws and errors in interfaces

original tester should be contacted to make the changes.

9.6.10 Attachments-All attachments that are part of the 19, | |MS Operation
execution of the TP should contain the following pieces of
information: the TP identification number, the step number,
initials of who created the attachment, and the date th&
attachment was created. Furthermore, the tester may want &5 ; - o

aily operation have the responsibility to maintain it in a

highlight or explain certain items on the attachment. An . L o
gnig P yvalldated state. The critical issues that face the organization,

handwritten item requiring change shall follow the same . )
criteria as the TP and include a single line through the item‘,"Ind more importantly the LIMS Manager, are as folld&s7):

initials of the person making the change, date, and a reason for 10-1.1 Configuration ManagemertThe purpose of con-

the change. figuration management is to ensure that any changes to the
9.7 As TPs are finished they should be forwarded forhardware, firmware, network, LIMS executable code, or any

review. After they have been reviewed and signed, they shoul§tN€r component that was part of the initial LIMS validation

be given to the validation team leader. This will facilitate theProcess are identified and control_led. All LlM_S appllcanons

development of the final validation report. Furthermore, ifand the hardware platforms on which they reside will change.

there are identified system outages to be addressed theis essential that the organization controls and documents

validation team leader can start to address these issues withdJfS€ chan_ges. T_he procedures for managing _these changes fall
impeding the progress of the testing team members. under configuration management. Configuration management
tarts during the development and execution of the LIMS

9.8 The validation team members can use several ap: . .
proaches to design and test their LIMS implementation. Th%i_ardware and spftware I.QS.' and OQs. At that time the vahdq-
test team may wish to include the following additional ap- ion team established a listing of all hardware and software in

the LIMS setup and configuration, including part numbers,

proaches in the TP design: . . . . _release numbers, serial numbers, and software version num-
9.8.1 Running vendor supplied diagnostic tests (supphe%er& All these items together make up the initial LIMS

tools/test set may need to be validated prior to their use). configuration. This is the baseline for configuration manage-

9.8.2 Running automated testing tools, if available, for thatment. Additional items that should be considered are DLLs

\F/’erig(;i"e%r pl;il(')vrlfo gﬁgﬁpﬂgg toolsftest set may need 1o beused by the LIMS application and any associated software. In

983 L It v al ith the LIMS f . this case the user shall track DLL names, dates installed/
_ 9-:0.9 LOGTESUlts manuatly along Wi € Oragiven \yritten, and versions. This is crucial to ensure that no other
time period, and compare the resuits. .. software changed the DLLs used by the LIMS. The objective
9.8.4 If the LIMS has telephone access, test the associatgd 1o show that the organization is in control of the LIMS. The
telephone security measures thoroughly. ~_ organization must show that once the initial configuration has
9.8.5 Introduce errors deliberately, and determine if theyeen established, all changes to that configuration are autho-

10.1 Once the LIMS has been validated, operational system
aintenance begins. At this stage the validation team members
n be disbanded. From this point on those responsible for

system properly identifies and rejects them. rized, tested, and documented. It is essential that if responsi-

~ 9.8.6 Stress the system by artificially and completely fillingpjiities for the various parts of the LIMS configuration are

it with data, or running many activities at once. shared by other organizational groups, for example, informa-
9.8.7 If operating in a windows environment, for example,tion services, maintains the network infrastructure, they must

open all the windows at once. be aware that they cannot make changes to their area of
9.8.8 Schedule heavy loads. responsibility without first checking with the LIMS manager
9.8.9 Test security by trying to break in or use prohibitedand the organization.

functions. Look for “back-door” entry points. 10.1.2 Change Contre-Changes to the LIMS are a fact of
9.8.10 Try to abort an input to see if the system behaves dife. It is imperative that all the implemented changes go

specified. through change control. Change control involves several steps:

9.8.11 Visually observe interfaces and other aspects thathange request, analyze impact, review/approve, implement,

11



v £ 2066

and validatg?2). The organization should have an SOP describspecifically with the hardware components of the LIMS,
ing the procedures to be followed by those requesting théncluding any associated networking peripherals. The user
change. Furthermore, the organization should have a changkould track the serial/part number of the component being
control board that reviews all proposed change controls. Theeplaced, the manufacturer's name of the replaced board, if
membership of this board will vary from organization to known, the serial/part number of the new part, the manufac-
organization. Key members include QAU personnel familiarturer of the new board, the printed name and signature of the
with validation of computerized systems and personnel fronmserviceman, the date the replacement took place, a reason why
the various business areas. The board’s role is to review athe component was replaced, and other data that will be helpful
proposed changes and determine if the approach adheresttodebug problems latdb).
both the organizational and regulatory requirements. In addi- 10.1.5 Revalidatior—All changes must be assessed for their
tion, the board reviews and assesses the impact of the changepact on the validation of LIMS. Changes that impact the
on operations. When preparing to make the decision to requesttegrity or accuracy of data in LIMS require the LIMS to be
a change to the LIMS, consider the following: will the changesrevalidated. The revalidation effort need not be as major as the
provide big enough benefits to offset the time and resourcesriginal validation effort, assuming the changes are minor in
needed to revalidate the LIMS; what other systems will benature. The effort involved can be shortened by using some of
impacted by the change; how much time will be required tothe original TPs from the initial validation effort. The design
successfully implement the change; what resources shall tend amount of documentation will vary from one organization
made available to implement the change; and, what effects wilio the other, as each has their own change control SOP. The
not implementing the change have on both the laboratory andser can design a shortened version of the original LIMS
the organization. In addition, LIMS applications that reside onvalidation plan.
a PC-based server must be controlled carefully because a user'sl0.1.6 Periodic Audits—The organization should conduct
PC may use different DLLs and update versions of the LIMSperiodic audits of their LIMS. This audit verifies that the LIMS
DLLs in a noncontrolled manner. complies with the established policies and procedures. These
10.1.3 SOPs—See 11.4 for details on SOPs. audits, typically, are not carried out by the LIMS or laboratory
10.1.4 Operational Log Records The organization should Personnel. Generally, they are handled by QAU pe,rso'nnel.
use log books to document the proper ongoing operation of th¥/hile these audits are not part of the LIMS manager’s direct
LIMS. Records can be as simple as a predefined form that jesponsibilities, this person does not have responsibility for

filled out and filed, to as complex as a specialized recordkeegh@intaining the LIMS in a validated state. The areas of greatest
ing application. In general, the organization’s goal in utilizing CONcemMs for those auditing include: security procedures, error

these logs is to show evidence of control over the Limslogs, maintenance logs, c.hange control procedures, training
operation. In some cases, these records can be used to shBf°rds, operational logs, if used, back-up and recovery pro-
trends in the performance of software or hardware component§€dures, disaster recovery procedures, and documentation
Operational logs should cover the following arg@} management procedures.

10.1.4.1Backup of Data Log-This document provides 11. Documentation

evidence that the LIMS application is being backed up in 11 1 There are many types of documents associated with
accordance with the organization’s SOP. This log should,gjiqation. Each document must be version—controlled to

contain, but not be limited to, such items as who performed the g e that users can identify the specific versions they used in
backup, the time of the backup, to what extent the LIMS washeir validation process.

backed up (for example, full system backup including the 17 5 The validation documentation should include, but is
LIMS and the operating system it resides on or partial wherg,q; |imited to. the following(8):

only the LIMS data directories are backed up), where the tapes 11 5 1 \alidation Plan (see Appendix X2)The master plan

are stored, and if the backup was successful. that outlines roles, responsibilities, and the course of action to
10.1.4.2Error and Error Resolution Log-The organization  pe followed by the validation team.
should maintain an error and error resolution log. This log 11.2.2 Functional RequirementsContains the require-
helps to determine if there are trends in the errors, as well agents the LIMS is expected to meet. This is a key essential
provide evidence that errors are addressed as they are capturggcument used in the validation process of LIMS (see 11.5 for
The organization shall determine if it can resolve the error. lfimore details).
there are ways to fix it in-house the organization should contact 11.2.3 Prevalidation Systems Acceptance Test Documents
the LIMS vendor. In either case, the organization should statehis document can be used to determine the validity of the
what they have done to resolve the error. When errors argiMs, based on the functional requirements document. The
identified as bugs, the organization should obtain a timejiference in this case is that the functional requirements are
commitment from the vendor for resolving the bug. This datanot tested as stringently as in a normal protocol testing
should be entered into the log. If the LIMS vendor states thatnvironment.

the bug has been fixed in an upgrade of the software, the 11.2.4 Complete System Specificatiofdatabase schema,
organization should record this data. Revalidation of the fixed;ser interface designs, wiring diagrams, etc.).

bug should be a key area addressed in the revalidation effort 11 2 51Q, OQ Protocol Documents (see Appendix %2)
upon implementation of the upgrade. These documents comprise the bulk of the validation activity.
10.1.4.3Hardware Maintenance LogsThese logs deal The goalin each case is to design a test protocol that tests one

12
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or more functional requirements. Each set of tests shall contaithe Operation of the LIMS

what the user considers the acceptance criteria for that test step.11.4.1 SOPs shall be in place to ensure that the organization
11.2.6 Test Protocols (see Appendix X3Yhese are part of has well defined procedures. The number, the design, and the

the 1Q/OQ document. Each test protocol will test one or morefocus of SOPs will vary considerably across organizations and

functional requirement. All test protocol attachments, that isLIMS applications. For example, if the LIMS runs on a server

hard copies of screen layout, paper reports, etc., all becomgersus a stand-alone PC, the organization will need a different

part of the IQ/OQ documentation package. SOP for each. The following list gives general SOPs that
11.2.7 SOPs—See 11.4. organizations may wish to develop. The user of this guide
11.2.8 LIMS System Manual should not assume that the list below is complete or required.

11.2.9 Final Validation Report-Qualification Report (see 11.4.2 SOP on SORs-Describes how SOPs shall be de-
Appendix X4)-This report completes the validation plan, signed, including specific required sections and types of
which has been executed. It shall document any systenimformation, who has responsibility for what, and a numbering
limitations identified during the execution of the associatedsystem for all corporate SOPs.
testing protocols. It must record the formal decision to accept 11.4.3 validation of Computerized SysterThis is a corpo-
the system with sign-off. It should note if acceptance is forrate level SOP that describes the ins and outs involved in the
limited operation because some tests failed. It should documeﬂbvelopment of a validation plan for a computerized system.

how the identified limitations are to be handled. This SOP should be targeted at a specific class of computer
11.2.10 The following is other miscellaneous supportingsystems.
documentation the user may want to inclu@ 11.4.4 Training—Covers who shall train, who shall be

11.2.10.1 All purchase orders associated with the LIMSyained, what is to be covered, and version control of training
application, hardware, software, consulting services, etc.  material. Include who has responsibilities for informing train-
11.2.10.2 The vendor audit status report. ers and trainees. The extent of the training depends upon what
11.2.10.3 The escrow agreement for the LIMS source codeyccess the person needs in the system. Changes in access, or
11.2.10.4 Source code maintenance requirements for amésponsibilities, or both, may require more training. The

in-house customization work accomplished. training should include theoretical and practical use of the
11.2.10.5 Structural testing documentation for the sourcegystem, and how to document training records, etc.
code. 11.4.5 Backup and Restorelncludes procedures for
11.2.10.6 Service contract and support agreements. backup, use of the journal log, off-site copies, policy on
11.2.10.7 User and LIMS administrator training records. keeping earlier versions of the database (for missed errors), and
11.2.10.8 The LIMS implementation plan. restoration procedures.
11.2.11 The user should have the fOIIOWing additional 11.4.6 Disaster Recover_ThiS SOP covers those proce-
documentation for customization wo(K): dures that should be followed in case of major disasters, such
11.2.11.1 System development life cycle. as fire, flood, sabotage, and major system or equipment
11.2.11.2 Programming standards and conventions docHailures. These procedures include defining the interim labora-
ment. tory operation for how the business will be conducted during
11.2.11.3 Configuration management records created duringe loss of the LIMS. Further, this SOP should cover how to
the development of the system. resume business once the LIMS is operational again.
11.2.11.4 Documented evidence of structural testing on the 11.4.7 Security—Includes system policy, corporate policy,
source code. and enforcement policy. Minimum password policy should be
11.2.11.5 Procedure to release the system from developmesgecified, such as maximum lifetime of a password, avoidance
phase to validation phase. of trivial passwords, who assigns passwords, expiration dates,
11.2.11.6 Documented evidence verifying the adherence tmaximum number of tries before lock-out, and access logs.
procedures. Policy should include when security reviews are conducted,
11.2.11.7 Procedure to address problems found after theho performs them, who reviews the results, how security
system is implemented. policy revisions are made, and who assigns responsibilities and
11.3 Documentation StrategiesSeveral schemes exist for rights. The need for securing physical access to the system also
tracking progress during validation. should be incorporated into the SOP. Other procedures may
11.3.1 All activities should be documented, especially testexist, such as keyboard locking, biological identifications, etc.
that fail and must be subsequently repeated. These should be addressed as necessary in this SOP.

11.3.2 Alogbook may be kept, where all tests are recorded 11.4.8 Change Contrel-Includes version identification,
chronologically along with their results and dispositions. Eachmaintenance of static data still needed to document older
entry should record when the test was done, who did it, whatesults, change policies, sign-offs required, retesting and re-
results were obtained, and how problems were resolved.  validation needed, and the documentation required. The effect

11.3.3 There may be a protocol opened when each test &f changes on more general information should be considered,
begun. If a test fails, the protocol must be closed withsuch as research studies, material specifications or formula-
unsatisfactory results. After repairs, a new protocol for that testions, analysis techniques, and method parameters. Change
may be opened and the test repeated. control is needed any time LIMS performance may be affected,

11.4 Standard Operating Procedures That Are Specific tofor example, changes to the operating system, the local area

13
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network, the database engine, the server hardware or softwamggrformance issueg¢9). It is a communication device for
the LIMS software, any interface, all major repairs, and manyconveying requirements to the LIMS vendor. In addition, the
minor repairs. functional requirements document aids in the development of

11.4.9 LIMS Operatior—This SOP should include the op- the qualification documents and their associated test protocols.
erating policies and responsibilities of each user from théVhen the test protocols are executed they will be compared to
LIMS manager down to the end user. If the LIMS operates overequirements detailed in this document.
alocal area or wide area network, these functions may be under 11.5.3 This document should contain detailed information
different management. The LIMS manager and the organizahat covers the system description, systems constraints, vendor-
tion shall ensure that the SOP addresses these issues in ordefdted requirements, detailed system information, general
provide proper support for their LIMS. Further, the SOP shallsystems performance requirements, system implementation
address other LIMS items, such as start-up and shut-dowand other operational requirements, and other documentation
procedures, ownership of supplies, routine problem resolutiorfor custom-developed softwar®).
etc. Some organizations h{ive speci_fic_job descriptions for thei_r 11.5.3.1 The system description should include, but is not
personnel. As such, these job descriptions may be referenced iiteq to, a main purpose, essential features system environ-
this SOP. . ) ) ment and associated interfaces critical to the system operation,
_ 11.4.10 Maintenance—Includes who did the service, vyhen and projected completion schedy®. Additional items also
it was performed,whatvyas done, and whatdocumentgtlon thatciude a glossary of terms, acronyms, and abbreviations
should be created. This should apply to both routine andecific to the LIMS and references to other corporate stan-
unscheduled maintenance. Documentation is also required feg; s
who approv_ed on completion of service, Wh.at retesting was 11.5.3.2 System constraints should include, but are not
done, and if necessary, what level of revalidation was per.

limited to, a preferred platform for the hardware and software,

formed and documentation required. In some industries, repairs : i
shall follow the organization’s established change controPyStem interfaces to other systems (instruments, LAN, WAN,

etc.), future system expandability requirements, environmental
procedures.

. - . requirements, life expectancy of the system, scheduling re-
11.4.11LIMS Usage—EmphaS|zes . responsibilities. This uirements, source code availability, and maintenance require-
may refer to the manual(s), if they exist, but a user handboo

or manual should not be written in this SOP. The understanding ents(9). . .

is those using this SOP will already be trained and know how 11-5-3:3 Vendor-related requirements should include, but

to use the LIMS. It is not necessary to rewrite the SOP if the?'® Nnot limited to, vendor audit requirements, vendor systems

system changes appearance, for example if * log the Sammggllverables (hardware, source code, etc.), user manuals, train-
by batch” appears instead of, “Log - <return> <return>N9 manuals, vendor. service deliverables for bug support,

<down-arrow> highlight “by batch” and <return>.” maintenance, and trainin@). _

11.4.12 Error Handling—Addresses how LIMS errors are ~ 11.5.3.4 The overall objective and task requirements are
to be handled. This can be a separate SOP or it can pautlined in the detailed system information document. Systems
incorporated into the LIMS Operational SOP. In either casefunctionalities should be divided into three main blocks: input,
LIMS errors should be documented. Further, the SOP shoulBrocessing, and output requirements. Each block should de-
describe the course of action that LIMS users should take whe$fribe subfunctionalities specific to each area. For example, an
they encounter a problem. !nput subfunctionality would include requirements for migrat-

11.4.13 Building Static Data Templatesincludes nomen- iNg data from the current system to the new LINS.
clature to be used in the design of the various static tables. For 11.5.3.5 General system performance requirements should
example, this SOP may state that all test methods will be codegbver the expected response time for specific tasks using the
into LIMS using a specific method numbering system or thasystem, expected maintenance downtime, error handling re-
all test result templates will track certain data elements (tesguirements during start-up and shut-down, and backup and
initials, tester lab notebook number, etc.). recovery requirement®).

11.4.14 Instrument Interfacing-Describes how new instru- 11.5.3.6 System implementation and other operational-
ments are connected to the LIMS, how they are tested, howelated requirements should cover support and service needs,
they are validated, and how they are to be used. supporting documentation, such as user’s manual, an adminis-

11.5 Functional Requirements Document trator's manual, as well as archival and data-retention require-

11.5.1 This a key document in the validation process ofments(9).
LIMS. This document is used to ensure that the LIMS does 11.5.3.7 For customized LIMS, the functional requirements
what it purports to do and will continue to do so once validateddocument should include the systems development life cycle
(9). This document should outline the business and regulatorysed, the SDLC phase and required deliverables for each
needs and policies. While the development of the functionaphase, the quality assurance plan, documentation for prototyp-
requirements document is the responsibility of the LIMSing, requirements for configuration management and items to
project team, it is essential that the LIMS validation team knowbe included, requirements for change control, required testing
and understand what should be contained in this document. and documentation to be performed during development test-

11.5.2 The functional requirements document puts intang, and requirements for any additional documentation for
common language the required LIMS functionalities and LIMSpost-implementation activitie®).
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12. The Quality Assurance Unit (QAU) 12.5 Representatives from the QAU may be involved in the

12.1 The QAU conducts or assists quality assurance activiollowing LIMS project steps:
ties in the interpretation of the various regulatory requirements. 12.5.1 Project definition.
This extends to issues relating to the validation of computer- 12.5.2 Functional requirements.
ized systems, such as LIMS. Additional roles that the QAU has 12.5.3 Investigation of Vendors The QAU may perform a
that affect the LIMS and its validation include vendor audits,vendor audit to ensure good software practices were followed
review and final sign-off of the LIMS validation plan and final while developing the LIMS. They should at least review the
validation report, ongoing monitoring of the LIMS via audits vendor audit report if they did not participate in the actual
and change control requests, and assistance in the developmeanit.
and maintenance of the LIMS related SOPs. _ 12.5.4Vendor Negotiations-The QAU may be involved as
12.2 QAU personnel who are responsible for the validationnctional requirements are added, dropped, and revised. This
of computerized systems should have a sound technical undesften occurs to resolve differences between ideal requirements
standing of both the regulations and computer technologyang available features in commercial systems.

QAU individuals can use in-house or industry training course, 12.5.5 Vendor Selection-A revised validation plan should
read technical literature on this subject, or work in conjunction.Oe part of the contract with the vendor

with an experienced computerized systems validation QAU 12.5.6 Validation Phase—The QAU will monitor compli-

expert to obtain the required level of expertise. It is imperativeance to the validation plan and review conclusions and
that QAU personnel stay abreast of the technology changes. b

I approvals. This includes authorizations of the validation
12.3 The validation team should have a QAU member at th‘fQ/OQ protocol, including the TPs prior to execution. Further,

start of the project. Early involvement will aid validation in rit includes authorization of the qualification report after the
many ways. First, the QAU representative can gain an unde xecution of the 1Q/0Q protocol.

standing of the LIMS project. Second, they can indicate which®
regulatory requirements the team_needs to yvork against. 'I_'h?& Management's Role
allows the validation team ample time to design these require-
ments into the validation plan versus reworking the issues later 13.1 Management's key role is to commit and support the
in the project. Third, as the validation plan is created the QAUAppropriate resources to the validation project, which include
representative can review and suggest corrections to tHeoth labor and money. Furthermore, management shall help
document. When QAU is included from the start of the projectdefine the level of risk the business is willing to accept.
the validation team will be better able to meet the projectManagement should strongly support the quality assurance unit
timelines. and their involvement from the start of the LIMS project, as
12.4 The QAU also is responsible for the ongoing evaluawell as ensure that all necessary SOPs are in place and that
tion of the LIMS. They should periodically review proceduresthose responsible for the LIMS validation project have re-
for operating the LIMS. The goal is to ensure that the propegeived the necessary training to conduct their job.
controls are used. The LIMS manager and others should be 13.2 Management may act as the project sponsor with
aware of the need to follow the outlined procedures. Areas thaiverall project sign-off responsibilities, which includes respon-
draw the most QAU attention are those that directly affect dataibility for being involved in all major decision points during
integrity, its accuracy, or its security. QAU representatives willthe validation project. Management needs to ensure that the
be checking for prescribed change control procedures angroper resources are allocated to maintain the LIMS and any
documentation after any changes. Error and operational logassociated systems in a validated state. Management may be
must be kept up to date. This can be a monumental effort if thealled upon to resolve issues across organization boundaries
responsibilities for maintaining the LIMS is spread acrossand to ensure that all those involved in the LIMS daily
several organizational groups (laboratory, IS server operationsperation are aware of the organizational and regulatory
IS database manager, etc.). requirements.
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APPENDIXES

(Nonmandatory Information)

X1. VENDOR ASSESSMENT INFORMATION

Vendor Name: Vendor Contact:

Product Name: Evaluation Date:

Phone #: FAX #:

Audited By:

AUDIT ITEMS LEVEL OF EVIDENCE | COMMENTS /REFERENCE
1=NONE, 2= SOME; DOCUMENTS
3=COMPLETE

Software Development

Review standards/guides/procedures (software Life Cycle)

Evidence of technical reviews

Evidence of standard coding practices

Development documentation exists for:

Requirements phase

Design phase

Source Code phase

Testing phase

Installation and Checkout phase

Operation and Maintenance phase

Source Code Module Structure includes:

Header Information

Program name

Program description

Development date-time stamp

Developer(s) name(s)

Inputs

Qutputs

Program and subroutine calls

Data parameters

Revision-control sections

Annotated Code

Testing

Structural Testing (tests the code)

Functional Testing (tests the design)

Validation Test Data Sets

Documented Test Results/Exceptions

”

Software Mai e

Customization of Standard Software

Revision control

Synchronization between vendor/client

Configuration Control

Software Quality and Control Issues

Software Quality Assurance Group

Security Controls to Access Software

Error-Detection/Problem-Resolution Procedures and Outcome

Records

Distribution Controls

Records Retention Schedule

Disaster Recovery

Software Quality Plan

Software Functional Requirements

FIG. X1.1 Vendor Assessment Information Sample Form
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AUDIT ITEMS

LEVEL OF EVIDENCE
1=NONE, 2= SOME;
3=COMPLETE

COMMENTS / REFERENCE
DOCUMENTS

Software Quality and Control Issues Continued

Software Development Life Cycle Defined

Software Developer Training Requirements

Software Validation Plan

General Facility Issues

Security Controls for Building Access

General Cleanliness

Organizational Quality and Control Issues

Standard Operating Procedures (organizational & departmental)

SOP Utilization

Training Program

Personnel Qualification Records

Personnel Training Records

Contract Programmers Training/Supervision Records

Internal Auditing Program

Quality Policy

Quality Manual

Documentation Control

Product Life Cycle Model

Product Project Plan

FIG. X1.1 Vendor Assessment Information Sample Form
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X2. VALIDATION PLAN

{Project or Equipment Name under going validation}
{date}

(1) INTRODUCTION

A) Objective (State the objective(s) of the qualification plan)

B) System Description (4 description of the purpose, location, and method of operation for the system being qualified)

C) Test Assumptions/Boundaries (Narrative describing base assumptions associated with the qualification. Clearly state
boundaries of the system and the operating conditions which the qualification will evaluate)

D) Responsibilities (Listing of individuals name and what they are responsible for)

E) Development Summary (Summary of the developer testing and results ---relates to in-house developed. systems)

F) General Instructions (Provide detailed instructions, by inclusion or reference, on how to execute IQ/0Q tests).

(II) INSTALLATION QUALIFICATION (IQ) (Involves establishing documented evidence that the LIMS is installed
and configured to meet design intent and user requirements. IQ does not typically include operation of the system.)

G) Equipment List & Description (List of all major hardware and software components with a brief description
of the function/construction of each. This list will include the make/model and revision number as appropriate).
H) Engineering Specifications
1) Spee's (Include any specifications of components needed for the effective installation of the system or
sub-system.)
2) Drawing list (Flow diagrams, data models etc. - whatever gives a clear picture of the system or subsystem).
3) Environmental requirements (Discuss anything outside the LIMS which it needs to operate effectively.
This shall include utility requirements such as power, air conditioning, other software, other hardware,
and anything else needed for the LIMS.)
I) IQ Test Plan/Preotocol
1) Test Plan/Protocol (Detail here the test plan to verify that the LIMS is installed and configured according to
the design and user requirements. The test plan shall provide sufficient instruction to assure that the task
is carried out correctly. Each Test plan/protocol shall include the requirement(s) being tested, the test
procedure, and the acceptance criteria for each test procedure).
A) Calibrations
B) Initial Set-up Procedures
C) Test Tools

(III) OPERATIONAL QUALIFICATION (OQ) (Involves establishing documented evidence that the LIMS operates as
intended throughout anticipated ranges. This activity requires evaluation of the LIMS under dynamic operational
conditions. Full OQ need not be repeated for each new installation as long as installation is conducted within
originally qualified operational ranges and functional requirements. Limited OQ, however, is required)

J) Critical Factors ( List of critical factors for the LIMS identified during design and development process, vendor
information, or technical judgment. The critical factors listed shall be verified via test plans.)

K) OQ Test Plan/Protocol (Detail here the test plan/protocol to verify that the LIMS operates
according to the design and user requirements. The test plan/protocol shall provide sufficient instruction to
assure that the task is carried out correctly. The test plan/protocol must specify expected outcome and acceptance
criteria for each critical factor and function. Testing encompasses not only the expected range of input values
and volume (normal conditions testing) but also how the LIMS will respond to unusual or extreme operating
ranges/conditions (stress testing) and invalid operating ranges/conditions (robustness testing).

1) Standard Operational Procedures(SOPs)

(IV) Signatures (This shall include who is submitting the plan for the validation team and will include the
name and date of the individuals responsible for reviewing the validation document and concurring that
validation was completed correctly. Typically these signatures include someone from the QAU, the laboratory
responsible for the LIMS, a representative for the information management group).

FIG. X2.1 Validation Plan Example
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X3. TEST PROTOCOL DESIGN EXAMPLE

ABC Corp., City, State USA Your Department Name

Date: 06/05/96 Operational Qualification Protocol Revision: 1.0

Subject: XZY LIMS Application

K.1 OQ TEST PLAN: Administrator Functions
Verify that the LIMS Administrator Function operates as originally designed. Further, to ensure that LIMS users gain the correct
access authority level.

PROCEDURE ACCEPTANCE CRITERIA MET
ACCEPTANCE
CRITERIA

| YES/NO?

1. | Log into LIMS with Administrator Authority | New user to be added to LIMS

and add a new user to LIMS with User with User Authority level. The
authority. Log out and then log back into new user just setup will be able to

LIMS with the User identification just setup. login LIMS and will have the
proper authorities set.

2. | Log into LIMS with Administrator Authority System will allow this change.

and change the user from Step 1 from User User will now have Stability Group
authority to Stability Group Authority. Log Authority rights.

into LIMS with the changed user identification

3. | Change and verify the change of an existing LIMS will allow the password to
users password. Next log into LIMS using the | be changed and verified. The user
user id that was just changed and use the will be able to log into LIMS using
changed password. the changed password.

4 | User added in step 1 logs into LIMS with their | The users password will not be
current password. Record the screen contents. | displayed and the user will be able
to log into LIMS.

5 | User added in step 1 logs into LIMS, changes | The user will be able to log into
their password and then verifies the change. LIMS, change their password and
verify the change.

- STRESS CONDITIONS =

6. | Add a new user with same name as the user System will not allow the same
added in step 1. user name to be added to LIMS.

7. | Add a new user with the same name as a the System will not allow the same
user created in step 1 but with a different user name to be added regardless
authority level. of the difference in authority

levels.

8. | User logs into LIMS and selects the change System will accept the current
password button. They enter their current password and the new password
password and enter the new password and then | entered but will issue an error
verify the new password using a password message and reject the verification
which is different than the new password just | of the password.
entered.

All Acceptance Criteria met (circleone) YES NO

Tested By / Date:

Reviewed By / Date:

Comments:

FIG. X3.1 Test Protocol Design Example
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X4. QUALIFICATION REPORT

{Project or Equipment Name under-going validation}
{DATE}
A. CONCLUSIONS

B. DISCUSSION
(1) Compliance within the IQ/OQ Qualification Protocol:
Make reference to the protocol and indicate whether it was followed completely or not. Clearly explain and document any
deviations from the protocol and their impact on the system.

(2) Results vs. Success Criteria:
Attach the completed Test Protocols with document signoffs. Discuss results that may not be obvious in the test plan.

Identify system limitations and how they will be handled.

(3) Documentation:
Verify that the system documentation is complete and filed for validation purposes.

C. SIGNATURES

Submitted by: for the Team

By signing below, we indicate that we have reviewed the attached Qualification Report and concur that the protocol was
followed, all protocol requirements have been satisfied and documented, and acceptance criteria were met except as noted.

(Name / Title) Date (Name / Title) Date

(Name / Title) Date (Name / Title) Date
FIG. X4.1 Qualification Sample Report
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X5. LIMS VALIDATION ERROR REPORT (6)

User Identification:

Date:

Error Type: User

Evaluation of error: Emergency

Error Number (system generated):

Normal Other

Program Other

Error Message:

Error description and suggested solution/actions:

Date Signature

To be filled in by the system manager

Error Type:

Degree of Seriousness:

Action:

Conclusion:

FIG. X5.1 LIMS Sample Validation Error Report (6)
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X6. CHANGE REQUEST/PROBLEM LOG (3)

(Log ID)

A. Title: System ID: System Name: Version:

B. Nature of the Request or Problem (operational/error, change in business/technology requirements, preventive
maintenance, requested change, re-assignment of colleagues, change in documentation or SOPs etc.)

C. Date of Request/Date Problem Encountered: __ / /

D. Person Requesting Change/Person Reporting Problem:

E. Findings:

Assessor: Date: __ /[

F: Possible Decisions:

Decisions Check One Decided By Date
Cancel Request/Postpone - Y
Defer Until Next Version o A
Proceed N Y A
Other (Specify Below) o / /

FIG. X6.1 Sample Change Request/Problem Log (3)
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G: Resolution:

Check All Those
Action Required To Be Done

Change to System &
Change Made(see attached)

Update/Approve Requirements

Update/Approve Design
Specifications

Update/Approve Validation
Plan

Revalidate System

Update/Approve/Distribute
User Manual

Train Users
Update/Approve/Distribute SOPs
Move Change Into Production
Notify Users

Other (Specify Below)

Completed By

H: Reviewed By:

on

(responsible Party)

/

_(Egview Date)

FIG. X6.1 Sample Change Request/Problem Log (3) (continued)
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SECTION | SECTION FIELD NAMES NAME EXPLANATION
AREA

A LogID Unique ID assigned to each entry. The assigument should be in some type of order
that provides evidence that none are missing.

System ID The system’s identification number, if it has one.

System Name The application’s name, for example, ABC LIMS.

Version Version of the application, for example, Version 1.2.4.

B Nature of Request Description of what is being requested.

C Date of Request/Problem The date the problem was discovered or request was made.

D Person Requesting/Reporting Problem The person who identified the problem or who is making the request.

Findings For change requests, the assessment of findings may include, but is not limited to.
requirements, recommendation(s), estimate of work, possible schedule/timeframes,
verification testing required, and validation impact.

For problems encountered, findings could include what caused the problem,
recommended resolution, estimate of work, possible schedule/timeframe,
verification testing required, and validation impact. If minor changes are made, then
minimal localized and regional tests are recommended.

Assessor The person who completed the findings.

Date The date the assessor signed.

F Possible Decision Check one of the available options.

Decided by Signature of the person making the decision.

Other (page 1) Other decision made about the event.

G Resolution Check ali that apply. If the decision was made to proceed, the responsible user party
then identifies any one or more items that need to be completed before closing out
the entry. If no items are selected, this event could be closed out by having the
responsible party sign and date the bottom of the form.

Completed by Signed by the person responsible for completing the specific action items.

Date Date the action was completed.

Change to System This section may have to be completed by the IS professional, either alone, or in

close collaboration with the responsible user party for the system. This section
could describe briefly and refer to other, more extensive documentation.

Update/Approve Requirements

This would be checked as a result of finding an error in requirements, an error in the
system that impacts the requirements, or an enhancement which requires that the
requirements be updated.

Update/Approve Design Specifications

This could be checked as a result of correcting an error in or clarifying the design
specifications, resolving a bug that required a modified design, or an enhancement
which requires that the design specifications be updated.

Update/Approved Validation Plan

If a bug were found or enhancement made that required updating the requirements
or design specifications, the validation plan may need to be updated—if only to
add/modify test cases.

Revalidate System

At the time of change, the responsible person in collaboration with the IS person
may decide that the system needs to be revalidated.

Update/Approve/Distribute User Manual

This could be checked due to finding an error in or needing to clarify instructions in
the manual, an enhancement, or correcting an error in the system.

Train Users

This would be checked if the users needed retraining or initial training.

Update/Approve/Distribute SOPs

During changes or as functional/organization changes are made in the department.

Move Change into Production

Document exactly what was done to move change into production or reference
other documentation.

Notify Users Indicate who, how, and when they were notified or reference other documentation.

Other (page 2) Indicate here, or reference other documentation, anything else needing to be
completed that is not covered elsewhere.

Responsible Party Person, typically in the user department, responsible for the validated state of the
system. This signature indicates that all resolution actions have been completed and
that this log entry is now closed.

Date Date the responsible party signed the document.

(2) Grigonis, G. J. Jr, and Wyrick, M.,“Computer System Validation:
Auditing Computer Systems for QualityPharmaceutical Technology
September 1994,

(2) McDowall, R. D., “Practical Computer Validation for Pharmaceutical
Laboratories,”Journal of Pharmaceutical and Biomedical Analysis

FIG. X6.1 Sample Change Request/Problem Log (3)

Vol 14, 1995, pp. 13-22.

(3) Brodbeck, C. (Parke-Davis), “One Generic Change Control Log Cark7) McDowall. R. D.
Serve Multiple Uses,”"Warner-Lambert Computer Validation and ' ’

Training SymposiumApril 1997.
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M. E.,

and McKendry,

M.,Computer Validation
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